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PCI NEWS & PROGRAM UPDATES

New Resource: Mapping of PCI DSS to the NIST Cybersecurity Framework

The PCI Security Standards Council (PCl SSC) has released new resources that show
how the PCI Data Security Standard (PCI DSS) maps to the NIST Cybersecurity
Framework. PCI DSS and the NIST Cybersecurity Framework share the common goal of
securing data. The Mapping of PCI DSS to the NIST Cybersecurity Framework provides a
resource for stakeholders to use in understanding how to align security efforts to meet
objectives in both PCI DSS and the NIST Cybersecurity Framework.

For details about the Mapping of PCI DSS to the NIST Cybersecurity Framework please
visit the document library.

Check out our At A Glance: Mapping PCI DSS to the NIST Cybersecurity Framework

> Read more on the blog

Upcoming RFC: PCI Contactless Payments on COTS Standard

With a growing number of merchants now using smartphones and other commercial off-
the-shelf (COTS) devices, PCI SSC is expanding its support for mobile payment
acceptance to develop new standards that leverage security techniques to provide
proactive controls for managing threats and protecting data.

The PCI Contactless Payments on COTS (CPoC) Standard provides security
requirements for solutions that enable contactless, or “tap and go”, transactions on
merchant COTS devices.

The CPoC Standard includes:

e Specific criteria for solution providers on how to protect payment data within their
solutions;

e Test requirements for PCl-recognized Laboratories to assess solutions for
validation and listing on the PCI SSC website through the supporting CPoC
Program.

The CPoC Standard is being developed with input from payment card industry
stakeholders via the RFC process. This includes a dedicated RFC with the Mobile Task
Force that took place in April 2019 and an RFC with Participating Organizations, Qualified
Security Assessors and PCl-recognized Laboratories, scheduled to open on 22 July.

The upcoming RFC will be available through the PCI SSC portal with instructions on how
to access the document and submit feedback, including a Non-Disclosure Agreement
(NDA). Participating Organizations will also receive instructions via email.

Per the RFC process, all feedback will be reviewed and considered in development of the
final CPoC Standard, which is planned for publication by the end of 2019. At that time, a
feedback summary document will be available in the PCI SSC portal for viewing by RFC
participants. The document will include the comments received, the names of the
organizations that submitted them, and how PCI SSC is actioning those comments.

Please review the RFC Process Guide for more information.

> Read the blog

PARTICIPATION OPPORTUNITIES

Make Plans to Attend a 2019 PCI SSC Event

Bring a colleague and experience all that the Community Meetings have to offer. Hear
from payment card industry experts, meet with staff from the Council, enroll in instructor-
led PCI training_classes and take advantage of sponsorship opportunities while at the
event.

Start making plans for your team to attend a PCI SSC event this year:

15 August: Latin America Forum - Register here

17 - 19 September: North America Community Meeting - Register here
22 - 24 October: Europe Community Meeting - Register here

20 - 21 November: Asia-Pacific Community Meeting - Register here

> Explore events

> Sponsorship and Vendor Showcase information

> Instructor-led training Opportunities

Register for an Upcoming PCI SSC Webinar
Don't miss out on these opportunities to get involved with PCI SSC. All webinar attendees
will receive one Continuing Professional Education (CPE) credit.

¢ 8 August: Qualified Integrators and Resellers (QIR) - Register here
e 5 September: PCI Professional Webinar - Register here

> View all events

TRAINING

Next Chance to Become an ISA is in Edinburgh
Become an Internal Security Assessor (ISA) in just two days in Edinburgh on 31 July -1
August.

ISA training will help organizations:

e |mprove understanding of PCI DSS and how it can help protect your customer
payment data and business;

e Gain expertise in assessing your organization’s adherence to PCI DSS;

e Facilitate interactions with a Qualified Security Assessor (QSA).

Don't wait to register, seats are filling quickly!

Participating Organizations are eligible to receive a discounted rate of $1,800 per
registrant on ISA training.

> More information

> How to register
> 2019 ISA class schedule

Become a PCIP and Attend a Community Meeting _
We have just two instructor-led Payment Card Industry Professional (PCIP) training
opportunities remaining in 2019. You will receive an individual qualification in payment >

security and leave with the tools to support a secure payment environment. 3 |

All attendees of instructor-led PCIP training will receive a complimentary* admission to the
PCI SSC Community Meeting of your choice, a value of $1,295!

Date Location 4
16 September Vancouver, CA - Stay for the Community Meeting
21 October Dublin, IE - Stay for the Community Meeting

*Hotel and transportation are not included.

> More information

News Events Archive
Competing Priorities Mean Security US Payments Forum 10 July 2019
Risks for Small Businesses 17 - 18 July — Atlanta, Georgia
12 July 2019 Presenter: Troy Leach —
19 June 2019
How to Catch a Phish: Where (RSPA) Retail Now 12 June 2019
Employee Awareness Falls Short 30 July — San Antonio, Texas
11 July 2019 Presenter: Troy Leach
Magecart Blitz Stuns 962 E- Mastercard Global Risk Leadership
commerce Sites in 24 Hours Conference — Asia Pacific
8 July 2019 7 August — New Delhi, India

Presenter: Nitin Bhatnagar

QIR Webinar
8 August — Webinar

2019 Latin America Forum
15 August — Sao Paulo, Brazil

> View all upcoming events
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